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302 
303 
401 

402 
403 




FILL IN THE RELATED ITEM ABOUT RELAY IN ANY REQUEST 

DATA PACKET 

SAVE THE SERVER PARAMETER OF FIRST RESPONSE DATA 
PACKET, THEN REPLACE THE SERVER PARAMETER WITH 
RELAY PARAMETER 

IS THERE ANY RELATED ITEM ABOUT SERVER IN SUBSEQUENCE 
RESPONSE DATA PACKETS ^ 

REPLACE THE SERVER PARAMETER WITH THE RELAY PARAMETER 
RETURN THE SUBSEQUENCE RESPONSE DATA PACKET TO THE CLIENT 
IS THER ANY RELATED ITEM ABOUT SERVER IN SUBSEQUENCE REQUEST 
DATA PACKET •» 

REPLACE THE SERVER PARAMETER TO THE RELATED ITEM 

SEND THE SUBSEQUENCE REQUEST DATA PACKET TO THE SERVER 

YES 

NO 



(57) Abstract: The present invention discloses a 
method of broadband access device for controlling 
DHCP relay user, in the application layer of TCP/IP, 
modifying the protocol data field of all DHCP 
interactive data packets between DHCP relay agent 
and DHCP client and DHCP server during the DHCP 
interactive stage, which enables all of the DHCP 
interactive data packets interacted between said client 
and said server to gel through said relay agent. The 
present invention can achieve controlling and 
managing the interactive process of the DHCP client 
and external DHCP server expediently, varying the 
network configuration parameter of DHCP user, and 
performing detection upon DHCP user online, et al, 
according to the requires of user management strategy; 
also, the present invention requires the process within 
the application layer of TCP/IP only to accomplish the 
purpose of predetermined control management. 
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(57) m 



m^2>^J — # % 'f^/^i^L^^ DHCP t M / ^>J ^ , ^ TCP / 1 P 

jiLJ^ M^i^it^ DHCP 5L^^^^m§iif?k. DHCP ^^Mj MC? ^^^^ DHCP fll 

^^^^\^^ff\^ DHCP x^m^^-^ m^^^^^^^^kAk.fn^t-r '^^^^r^m.-%-- 

ll-^|0l^^6t>/f;f DHCP ^X^t^^&^Fitit^/riitMo^J^H^T^'f^^^^JiL^^ 

^^mr^m^^ii^'^-^, m'l^'fm.mc? ^^^1^4^ dhcp^^^H^^^x 
i±#i. DHCP 6^P^^S&j:#^. DHCP j?]/'ii#^^M,4^-ga'j^:5i^^fe; 

JL, ^^0^^^^^^ TCP/IP M:^^f^^^n\^^^mM:^^4tM^m. n 
6^, 
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DHCP r 6^jt#J:^'^ 

^^y^ ^-^"^ "f^^ DHCP t (Dynamic Host 

5 Configuration Protocol, d^C?, ^ i^^M^m^'^^iSL) ^ mC? m r IP 

i^^^ IPi^iiL, #^^^t DHCP j?l/'6^iik.iit^S&it^J-^^4£^"J^'f 
10 ^^%^n^^^^^^M^^ ^m^^^^M^i^C, Access Controller 

x^mm., , ;i^^'f^DHCP + web voKTAi^^A^^^mr 

^Tvo ^DHCP + WEB FOUkL ^ r ^^^"^ > ^^m^Tvjl] 

15 #Titi±DHCP ^m^^Y^mC? SERVER (Jil^^) ^I^^DHCP CLIENT 

^-f DHCP ^@^^t>^^i5(.4^:t>^^#ii^tif^^^^i^^t DHCP t 
mH, -kMn^^ DHCP tM;H/'6^N:^c DHCP DHCP CLIENT 

-^^h^ DHCP SERVER :^fi]^/-#-^X#ii.i± DHCP ^m^t^f, ^ DHCP CLIENT 
20 ^^h^p DHCP SERVER 6^ #-#-^X#i#4t^^^rB]iii#, :^-^'t^iti±^i:i" 
TCP/IP DHCP tMii#tM^^o 'f^^t.'f^^^i^^^:^''^^^^^^^ 

/"f S^®!-^^^^, ^t^'J^'f S DHCP DHCP SERVER ^^^X, 

DHCP DHCP ;i] Z' mf^^^m^, DHCP t 

;?I/"f^£, ^Tfcb3^Sl>^6^f-l^. il#iL#DHCP tM^^t.'f^^A.i^^^^m 
25 jtbf^:^^^::^-;*-, TCP/IP (TCP, Transfer Control Protocol^- % ^ 

^\H^\ IP, Internet ProtocolXJf^i P^l ^M^^i^l) :^W>i-^^ 
^, #DHCP«t^ii#i^s^'J. ^vj^V'V-.ii^^^^a^^^^^^^^^S, il^^J^^i^ 
^^^?iL TCP/IP tM:^a, TCP/IP 

VXmf^n^^^^^m it^^^^>*-^>^^ TCP/IP ii^-R>i^>:f>;6^i^ TCP/IP 
30 i-^^-pCa>^^IC#^i^iL#6t#?^^-^>^lfcHt, #^'^^^o 
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;$^;^fl^^-t^j^^6^^i^f^^^^^-^t,^^^i^4-^t DHCP ^mmr 
^f^r^m.it^^'t TCP/IP MmM:ii^ dhcp ^m,^Liffj^^^M^fm.mc? t-r 

DHCP ll^m^^^Xit^l^^f-l^c 

^ itn il 6^ , m T — ^ ^ ^^/vi^4-^t DHCP t M / # 

^'j^ji-, i^^'f ^>vi*gm^^;jt DHCP ^^xs-m^-^^ 

mW^^ ^ TCP/IP ^.^;?IJ:iti±<^ DHCP 

DHCP tM-^ DHCP ^/i^^DHCP Jfl^H^lsl ^^-^^ DHCP 

vL$k.mk,im^r m^^f^^f^^^^^^^^^^^^^ dhcp ^x»&^it 
#m pjf^^^^^t^^^^^'^ i^iiPf^mt^^^i^^^p^^^^f ^^^^^^^^^ 
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^^m^^t-^^^^s-itm, ^M^fjf^r ^^^^^^^^^^ ^tm^r 

■^^^^^ DHCPDISCOVER DHCPREQUEST if^$ti^^, PJx^'^ i^^^^^f^^^ 
DHCPOFFER> DHCPACK DHCPNAK -T^^JLiM^^'J^/f^it Mo ' 

DHCPOFFER. DHCPACK A DHCPNAK , ffsi^^ ^'^^'^¥ri^^^^^^^ DHCPOFFBR> 
DHCPACK ^ DHCPNAK t m^^^^$-^^ f^^^^ ^^^t ^^t-^^^W^ 

DHCPACK ^^iLo 

DHCPREQUEST ^^iL> DHCP INFORM ^K^M, DHCPRELEASE ^t^. 

® 2 A^^j^H^t DHCP cLimi ^:^n^^m%M,>\^^s£.'fHj^^; 

m ISP 
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^^^^S^i^J^iil, #.##^ 303, ^A^t#^ 302, 

#^ 303. S^m^^^'^M^t^^^^^^^^^^f'^'^ 

^m. 401. ^;ri^-tM^t^«^^-^W«^^^^t^^, ^''J®f^>^^^^-Ffr 

403, #L#f-* 402„ 

#m 402. #;;f^#* 200 t^^#^^^^^^^^^^^^^^'J^^^0^^ 

#^^ 403. #^;f^i^^-if^i^M^^^i^'^^^^^^" 

200 403 ^Kj^JS, -ft^v:^;^ DHCP DHCP 

JLiij6^#-#DHCPif>it, DHCP tM; 

-f j£ DHCP r^^Y^ DHCP m^n^^^xit^i, dhcp m r w^mi- 

m^'mQ?t-r^^^Y^ DHCPii^n^r^i^^^W dhcp 

^X^>^ A DHCP ij^-R^^^ Bt , #iti± DHCP t M , .?i7 ^^^-fi?.;!: DHCP ^ 
/'i^;^it!Ml/-#-^^iti±tM. 'f^#t;^#/vi^^t&^^t DHCP ^/'^^DHCP 
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-k^m 2 PJf^, A^;^H^:;?r>^^i<f^?SBt^S; lijfflTJ^, ^t^A DHCP CLIENT 
i^rm) 1^ DHCP SERVER (11^^) j^ifc 6^ DHCPDISC0VER>-^'4, DHCP tM 
^X'^^^A^ DHCP tM;ti^^i^^iil6^#., \^M^mC? SERVER DHCP t^iC 
5 DHCP CLIENT ^-T^,^; M DHCP tM»]t^'J DHCP SERVER ^ DHCP CLIENT 

il\H76^ DHCPOFFER ^M^, t^^^^^)^ DHCP t M il 
DHCP SERVER ^il^i^J^Jb^^^^i, DHCP CLIENT ^Stj: IP i^iit^^^ , Mf 

DHCP SERVER DHCP tM„ ^Xit^l t . DHCP 

tM^jJ^Sij DHCP CLIENT ^-ffr^i^&Ht, ^^i^^ DHCP t 1^ 
10 Bt, # DHCP DHCP SERVER ^i^i&^iil, M'^^M'^^'i^^^'^ DHCP 

SERVER DHCP t^^^l^^'J DHCP SERVER 6^-1^ 

J^M, ^ DHCP ^t^^ DHCP SERVER ^S^i^^ii^, M^l'^^'lkM tl £.6^ IP 
a4iiL#^^DHCP SERVER ;l^i^€i^J^ii^6^#Lc 

15 ir^^i^^tti'f^;?! Z' 6^-&f - DHCP + WEB PORTAL mXiJ^^^; 

ISP ^ T f^^-b-f 5S, ^l^^l-t^^T^^^^Si IP iik.iitm^6^ DHCP SERVER„ 
^^W^^;^] WEB PORTAL /' -ft;?] DHCP SERVER 

IPi^k.iit^P^^Se.M'^4^iJ^^^c 7^ T ^SJLitit^h^P DHCP SERVER 

7«;>fii";?l/'#J^;?l/'^i^^fie' IP J^iit, #M^^^t DHCP CLIENT ^ DHCP 

20 SERVER -^ri]^^^Xii##*'j-f^, ^ff;^ DHCP RELAY (t^ ) 'f^>^ 

ix^m 3;</f^, AlSP^^^^TvP^^l^o ® 3 ^^kJ^im^ ACi^^, ^^'Ji^ 
AC1^AC2, t.A^^^C?)^rmk/^, ACi5:^6^lt»;D/'M^^ ( ® 3 
t^^>^i5^'^ AC'fsLjUi^^^^ AC Bt^MP^^^^^iC.); ^^M7—'^ RADIUS 
25 SERVER (RADIUS, Remote Authentication Dial In User Service i^^l 

^■fMriXis-^t-^), t.A>^tJ^rmM^^^iff; -f^j^iT—^ dhcp server, 

^^^A>^m^ AC DHCP / IPi^iih^St; — -^i^ii/^, ^^^'Jl^l 

^m^^^o ^ T f^^^^^i^"t.'f -^/^i^-^^t DHCP ^mm r ^^^tf-j-f js^^^t" 

^^^-ft^^^^^^ #k>^®t 6^ DHCP CLIENT!. ACl. DHCP SERVER fi] ^JL 
30 ^ DHCP CLIENT ^ AC i5:^7ft?^h^ DHCP SERVER 
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Aci ^^jf^^m^y^^^^^i^^-^^r: 

1 ) DHCP CLIENTl IP ^k^^h^^m Ht, ^"^^^^^^^^^-^^ 
!^i^^f3^f-^^ DHCPDISCOVER >g4^o ACI tSl^Jl^j DHCP ^mtn DHCP 

5 CLIENTl DHCPDISCOVER i^^^ DHCP '^m^n^^^^^. # 

#^5iJ^h^P DHCP SERVERo 

2 ) ^h-#p DHCP SERVER ##7 ACI i^^Jc¥i DHCP tM^i^ 
DHCPOFFER 'M,%.kCl DHCP tM^I^^'J DHCP SERVER i^l^J 6^ DHCPOFFER 

DHCP SERVER ^fa^i^J^J^^^J., ^-f^^^l DHCPtMl] 
10 DHCP SERVER ;fa^iE^3^^^^iL, ^.J^ , illaj DHCP CLIENTS 

3 ) ^ DHCP CLIENTl DHCPOFFER ik.H^n^n^m%$-^^ 

^^^^;$^i4y^Jti^N_h^i^^FP^/-#6^ DHCPREQUEST ^-^'^e ACI 
^Xti) DHCP t M^'R5iJ DHCP CLIENTl itj ^ DHCPREQUBST ^ , -t^*^ DHCP 
tMtl e^^i^^i^^J^o I^Ht, ^DHCP &t#^DHCP SERVER ^fil^i^^:^^, 
15 J3'J#DHCP &t DHCP SERVER ^fa^i^^^-f^-^^lllr^C 2 DHCP SERVER 

^>^it3t DHCP SERVER ^^^>*-'I-i#rio DHCPREQUEST 

Sij^h^DHCP SERVER, 

4 ) ^r^h^p DHCP SERVER DHCPREQUEST it^f^nM^^ IP 
iit'^m^^^'^, ^^^1^ ACl-R4--t-^^DHCP t^^l^DHCPACK>'^'4o ACI 

20 t5:^_L6^ DHCP t ^^^'l^^'J DHCP SERVER DHCPACK ^^^'4^, ^ DHCP 

^t-i^^ DHCP SERVER ^i^i^^^i^, M^]'^^^^ DHCP il e^^^^S^^lt^ 
DHCP SERVER ^B^i^J^i^^^mo f^J^ , DHCPACK 4 f 'J DHCP CLIENT U 

5 ) A DHCP CLIENTl IP i^ijtm^^A^-^ , ACI -^5:4--^^ DHCP t ^ 
^ WJ DHCP CLIENTl 6^ DHCPREQUEST ^>^'4>#, ^^i^^ DHCP t 

25 ^6^i^^i4,o ^ DHCP DHCP SERVER l!>J# DHCP 

& 1 6^ DHCP SERVER (2) ff^^^^ DHCP SERVER ;1=0^3^ 

3^Jti^6t^#4^, v^^ititDHCP SMYm^^^y^mk^o 

6 ) ^ DHCP CLIENTl 6^ IP :lik.iihg5 J.^^^ , ACI i^4-_t#^ DHCP 
j]tSijDHCP CLIENTl JLiti^^# DHCPREQUEST. DHCPINFORM. DHCPRELEASE ^ 

30 >'^'4^, 'f;5^1^^:i-^DHCP tM:4i^6<Ji^^iil. I? i^^mS.t>A^ , 

6 
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^DHCP &t DHCP SERVER ;fa^i^^^J^,^^^^^mDHCP DHCP 

SERVER ^n^i^^M^Ao 

7 ) ^ DHCP CLIENTl 6^ IP i4iiLB5^^^^, ACl i^-^J^^^ DHCP 
DHCP SERVER ^iij^^J^^^ DHCPACK ^>'^M:;^, ^ DHCP DHCP 
5 SERVER ;i=i^3[^:^iil, M'^^^^M DHCP t M il DHCP SERVER 

M^it^iM^ii^^M.. mJ^, #>-^'4i4l^ DHCP CLIENTlo 

8) ^^#DHCP CLIENTl -^^HP DHCP SERVER ^fi] 6^ ^^f^ 

DHCP X^m^^^^^m^^^ ^Cl i^^J^^ DHCP tM, ^Xi^^t^^%^^^ 

i^^i'^)^ DHCP CLIENT DHCP SERVER ^t^^ DHCP ^X^;5&^^'J'f So 

10 9 ) ^jiiii^Sit^it » ACl Jl^K; DHCP t ^itT^e^ r 

fm.^^^i^'^-^, ^Sfij^-fi® DHCP JH/'-^r^HP DHCP SERVER 6^ ^Xit^l, ^ 

^ DHCP mr^^n ^mM-$-$t. ^>?t dhcp m r ^r^^X^'tm^. 

15 ititDHCP^/'5^^DHCP^g.^^J^th^«^& 
¥i^^^it^^k^^f7^^ , /A^f^^t DHCP t-r DHCP |g.^^-^f5) ^^¥}PJf^ 
i± DHCP t M ' it^^^t DHCP t 'J , T^^^^^ ^JJL«^J?1 

-f 3®^®!-^^^, ^tM^fM DHCP ^-^^h^ DHCP ^^i±^l. 

DHCP /' 6^ 15^1 ^mM.$-^^ ^ DHCP JD r mf^^^m^^Jj ^fe; # jl, 

20 TCP/IP ^^;u>irii#i5chs^PTii5W^6^^*'J'f S^ ^'-^ 

#ii,^^p^^^;?]y^^:t^+>^^^i^^E^'j. TCP/IP 

TCP/IP 
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TCP/IP t^MPf\M:m,it^ DHCP DHCP t^-^ DHCP 

DHCP nt^^^n¥j^^^ DHCP 'f^^>^ii^>P 

^;f^^^^^-^i'^^^^^^'^^ DHCP ^^lilt&^Piti±^>^iitMo 

8 
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3^r$^^^;fi^Rt^mr^iii^^ DHCPDISCOVERi^ DHCPREQUEST^f^i<.|»&,^>t 

5 DHCPOFFER. DHCPACK DHCPNAK ^jk^m.S-^im^'^ 

m^t^^l^Jfi^ DHCPOFFERs DHCPACK DHCPNAK ^^jk, PJj^^ m^^i^i^^;^PJ\ 
i^DHCPOFFER. DHCPACK ^ DHCPNAK t J^^Jji^-^ 

15 ,4 DHCPACK 

DHCPREQUEST^^iL.DHCPINFORM-^^^ilil DHCPRELEASE 



9 
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DHCP CLIENT 



DHCP RELAY 



DHCP SERVER 



:^5tmCPDISC0VER 



WDHCP SmWRmS^^T^W,^0^ 



jg-HIIHCPOFFHl 



:^i^DHCPREQUEST 



##DHCP smwRm^^mm^^^m 



MHIDHCPACK 



:S:iill^fflDHCPREQUEST 



MHIMDHCPACK 



:^5ig#lEitIPJftiltDHCPRELEASE 



jEHIDHCPOFFH? 



^?5DHCP"t> ^ WM^, 



Is 



igitDHCPREQUEST 



MHIDHCPACK 



DHCP SERWR^n^mmi^Wi^M- 



:^3i2l^mDHCPREQUEST 



j£|Il^ffiDHCPA(X 



±*?5DHCPtl3m-B^W 

DHCP SERVERffl^j^I^^JillJjEMo 
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ROUTER ! 
10. 40. 44. 254/161 



IP*St?feaBg#«?!lls 

&M^i±:192. 168. 1.50 
^:*iika::192, 168. 1. 100 
i^^Jt5^:255. 255. 255. 0 
ft^'ra^:192. 168. 1. 200 
±iba:ffi»3:304^# 



fei&ilktlt:192. 168. 2. 50 
^:*iibill::192. 168.2, 100 
I^^Jif^:255. 255. 255.0 
^#pw|^:192. 168. 2. 200 
i&fitmffi:30^# 



intA 

192. 168. 1. 200/24 




intB 
10. 40. 44. 200/16 



DHCP SERVER 



RADIUS SERVER 
10. 40. 44. 251/16 



intA 

192. 168. 2. 200/24 



DHCP CLIENTll 



DHCP CLIENT2 





intB 
10. 40. 44. 210/16 



DHCP CLIENTn 
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